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Online Account Security

Keeping your accounts and personal 

information secure starts with you. 

Create unique, strong passwords 

containing a mix of  letters, numbers, 

special characters and upper & 

lowercase letters to increase the 

security of  your online accounts. It’s 

also a great idea to enable two-factor 

authentication when available (like in 

the Haverhill Bank mobile app!)
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Holiday Hours

All Haverhill Bank branches and offices 

will be closed Monday February 18th

in observance of  Presidents’ Day and 

will resume regular business hours on 

Tuesday February 19th. 

Scam Alert: Tax Identity Theft

What It Is

Tax identity theft occurs when a criminal files a 

fraudulent tax return using your name and social 

security number, submitting fake financial information 

designed to result in a large refund. Generally, the 

victim remains unaware that a false return was filed in 

their name until the IRS rejects their legitimate filing as 

a duplicate. 

How To Protect Yourself

While not all breaches are preventable, there are some 

best practices to help you avoid falling victim to tax 

identity theft.

• File your return as early as possible. Instead of  

waiting until the April 15th deadline, file your 

return as soon as your receive all of  the required 

documentation. If  the IRS receives your return 

first, the fraudulent return will be rejected. 

• Use anti-virus software to protect your 

computer from viruses and malware that put your 

information at risk.

• Use strong passwords for all of  your online 

accounts, especially those that are linked to your 

bank accounts or credit cards. 

• Check your credit report regularly. Chances 

are, if  there is prior fraud on your report, 

criminals have enough information to file a false 

return. By monitoring your credit, you are able to 

stay one step ahead of  the game.

Haverhill Bank considers the information presented in this newsletter to be accurate and represents the current view of Haverhill Bank on the issues 

presented as of February 5, 2019. However, because the standard for protecting information is constantly changing we cannot guarantee the accuracy 

of the information presented after the date of this newsletter. Customers must use their own skills and judgment when protecting against the threat 

from fraud or theft. Haverhill Bank makes no warranties, express, implied, regarding or relating to the content of this Newsletter.
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